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AGENDA 

• Privacy & Data Protection Vs Cybersecurity
• Cybersecurity and Data Protection
• NIS2 & CRA
• AI Governance
• Why emerging tech presents such risks?



Privacy Vs Data Protection Vs Cybersecurity?









#1

“Organisational 
and 

Technical Measures”





NIS2 DIRECTIVE: 
Focuses on 
cybersecurity risk 
management and 
incident reporting 
for essential and 
important entities 
(e.g., energy, 
healthcare, digital 
infrastructure) to 
enhance the 
resilience of critical 
services.

CYBERRESILIANCE 
ACT(CRA): 
Security requirements 
on hardware and 
software products (e.g., 
IoT devices, operating 
systems) to ensure 
cybersecurity is built into 
products from the design 
phase.



ISO 27001 - Cyber
ISO 27701 – Privacy/DP
ISO 42000 – AI Gov

NIST CyberSecurity 
Framework
NIST Privacy Framework 
NIST AI Governance 
Framework

PCI DSS – Cyber & DP
EU Cloud Code of 
Conduct – DP

Digital Trust Framework 
– Cyber & DP



AI Governance….



How Long Has AI Been Around?
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The combination of 
cloud computing, 
open source, pre-
trained models 
democratizes GenAI, 
making these models 
available to workers 
everywhere. 

According to Gartner, 
more than 80% of 
businesses will have 
implemented GenAI 
APIs by 2026. 



Image Source: Grabowicz, Perello, and Zick (2023), “Towards an AI Accountability Policy”

….“Anything involving profiling a human”



Image Source: Grabowicz, Perello, and Zick (2023), “Towards an AI Accountability Policy”



NB: 3 QUESTIONS THE BOARD SHOULD BE ASKING NOW:
1)TRAINING? 2)POLICY AND GUARDRAILS? 3)LICENSES? 



Why do emerging technologies present 
such a risk to Cyber and Privacy ? 





Numerous applications draw beneficial/troubling 
inferences recently. 
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INFERENTIAL/DERIVED DATA ORGANIZATION

Sexual orientation, race, political opinion, imminent suicide 
attempts. 

Facebook/Meta

Susceptibility to depression from users’ posts/history. Instagram and X

Links between physical behaviours and Parkinson’s disease 
(e.g., tremors when using a mouse, repeat queries, scrolling 
velocity).

Microsoft

Scoring Experian, Ebay, Uber

Judging citizens/organizations behaviour and 
trustworthiness. 

China
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Training data - when data is uploaded in bulk to train the 
model. No consent to the usage of your information e.g., 
if you recounted a personal story on a Reddit AMA, it 
could be used by OpenAI to train ChatGPT.
The chatbot collects various details about your session, 
including your conversations and anything else you 
type. According to OpenAI’s privacy policy, collected 
data includes:
•Log data. IP address, browser type, settings, date, 
chats
•Usage data and Device information. 
•Cookies. OpenAI uses cookies to store data on your 
browsing activity, tracking you across the web and for 
analytics.
•User content. everything you’ve typed gets stored.
•Communication and account info. Support helpdesk 
or newsletters. Account set up: name, contact info, 
payment info.



How Should Boards Approach These Risks?



“Emerging tech has enabled the growth of new competitors, rapid-
fire funding cycles, fluidity of technology, digital experiences 
demanded by customers, and the rise of non-traditional risks”. 
McKinsey & Co.

McKinsey advocate 4 ways a board of directors deal with 
challenges associated with emerging tech & view themselves as 
catalysts for digital/cybersecurity transformation efforts : 

1.Close the insights gap. 
2.Understand how digital can upend business models. 
3.Engage more frequently and deeply on strategy and risk. 
4.Fine-tune the onboarding & fit of digital/cybersecurity directors.



How Should Boards Approach These Risks?

5 Common Themes:



 Board-Level Responsibility – Directors must ensure compliance and integrate 
cybersecurity, AI ethics, and data protection into business strategy.

 Appoint Compliance Officers – Assign a CISO for NIS2/CRA, an AI Compliance Officer for 
AI Act, and a DPO for GDPR (if required).

 Risk-Based Approach – Identify, assess, and manage risks related to cybersecurity, AI, 
and personal data.



 Develop & Enforce Policies – Implement and regularly update Cybersecurity Policies (NIS2/CRA), 
AI Governance Policies (AI Act), and Data Protection Policies (GDPR).

 Conduct Risk Assessments – Perform periodic cyber risk assessments (NIS/CRA), AI risk 
evaluations (AI Act), and DPIAs(GDPR).

 Continuous Monitoring – Implement monitoring mechanisms to detect cybersecurity threats, AI 
biases, and data privacy risks.



•  Timely Incident Reporting 
Ensure prompt reporting of 
cyber incidents (NIS2/CRA: can 
be 24 hours), AI-related failures 
(AI Act), and data breaches 
(GDPR: 72 hours).

 Incident Response Plan  
Establish a clear response 
strategy for cybersecurity 
breaches, AI failures, and data 
leaks.

 Crisis Management Training 
Train leadership and employees 
on how to handle security 
breaches, AI failures, and privacy 
violations.



 Audit & Documentation – Maintain 
proper records of cybersecurity controls 
(NIS2/CRA), AI decision-making (AI Act), 
and personal data processing (GDPR).

Compliance Audits – Internal audits to 
avoid penalties/regulatory scrutiny.

 Explainability & Transparency – 
Ensure AI models are explainable and 
compliant with data protection laws.

 Ethical Decision-Making – Establish 
processes to reduce biases in AI models, 
protect data privacy, and strengthen 
cybersecurity.



 Regular Training Programs – Train employees on cyber threats (NIS2/CRA), AI ethics (AI Act), and 
data protection (GDPR). Literacy vs Training?

 Third-Party Risk Management – Ensure suppliers and vendors comply with cybersecurity 
(NIS2/CRA), AI fairness (AI Act), and data protection (GDPR). Vendor Assessments. 

 Contract Reviews – Include security, AI governance, and data protection clauses in vendor 
agreements (DPAs).
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